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Agenda

Impact of Cyber Attack

Importance of Risk 
Assessment and Mitigation

Cyber Loss Prevention 



[INTERNAL ONLY]

Poll question

What will be the annual cost of cybercrime damages to the world by 2021?
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US$6 Trillion
CYBER CRIME By 2021

Source: Cybersecurity Ventures Report
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Phishing and Malware 

Michelle notices an unexpected
invoice in her emails

Infects her laptop with

Malicious
soft Ware

Downloads the invoice with 
confusion
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Malware in action    

�0�D�O�Z�D�U�H���6�S�U�H�D�G�V�«��Administrator Credentials 
STOLEN Shuts down business in  

90 mins
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Mess in 90 minutes

95%
Systems Impacted



Gentlemen!

Your business is at serious risk. 

You should thank Lord for being hacked by serious people not some stupid 
schoolboy or dangerous punks. They can damage all your important data just 
for fun. 

Now your files are encrypted with the strongest military algorithms RSA4096 
and AES - 256. No one can help you to restore files without our special 
decoder. 

You MUST PAY for decryption in Bitcoins. The final price depends on how fast 
you respond. 

Every day of delay will cost you additional 20 BTC. 

Nothing personal just business. 

Contact email: hacker@hackingisfun.com
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Poll question

If you were the decision maker and were in similar situation. What 
would you have done?
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Complete Disaster  

No Manufacturing

No Order Processing 

No Shipping 

No Finance Operations 

No Client Servicing 

No Call Center 

Negative News Trends in Social Media 



One Week Later..

Business still being restored..

$Millions lost in a week. 
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Financial Losses 

�ƒLegal cost 

�ƒBusiness Interruption 

�ƒCost to repair systems

�ƒCost to restore data 

�ƒGovernment penalties 

�ƒResulting damages 
(e.g. fire, damaged systems)
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Long Lasting Losses 

Lost business reputation 

Dropped market share 

Missed growth opportunities 

�6�K�D�N�H�Q���F�O�L�H�Q�W�¶�V���F�R�Q�I�L�G�H�Q�F�H��

Long lasting losses - Irreparable  

Non-Insurable Losses
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Poll question

How long do you think a business will take to win their clients confidence?
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Education

Retailers 

Manufacturing

Airlines Banking 

Mining 

Government
Agencies

Hotels 

Energy/ 
Utilities  

Healthcare/ 
Medical

Industries impacted

No One 
Is Immune
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If you understand the risk
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Looking through the lens of Property

Hazard Detect Protect Respond & Recover

Looking through the lens of cyber.
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Step 1
Michelle tricked to 

download 
attachment

Step 2
Infected her 
laptop with 
malware

Step 3
Hackers stole 

admin credentials

Step 4
Malware spreads 
& business shuts 

down  

Pay
Ransom 

or 
Suffer 

Losses

Employee 
Training

End-Point 
Security 

Multifactor 
Authentication

Network 
Segmentation

Could losses from such cyberattacks be prevented?

If these 
weaknesses were 

identified 
prior to the 

attack. 
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Loss prevention 

�ƒRisk Assessment

�ƒRisk Mitigation 
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�9 Type of physical access controls

�9 Monitoring systems 

�9 Access to critical business areas

�9 Incident response plan
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Poll question

What is information security?
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�9 Governance

�9 Insider Threat Management

�9 Information Security Controls

�9 Response and Recovery
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�9 Network connectivity and 

interdependencies 

�9 Network safeguards and firewalls

�9 Training Programs 

�9 Emergency Operating Procedures  
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Cyber Resilience is a Choice

Expensive restoration and 
fortification 

after an attack

Cost-efficient and proactive 
investment before the breach

OR
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FM GlobalInsurerFMGlobal@FMGlobalFM Global

Pankaj Thareja
Cyber Security Consultant

Kristian Walsh
Account Engineer 

Thank you. Any questions?
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